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Abstract of JP2000353133 

PROBLEM TO BE SOLVED: To detect and 
process instances of undesirable mail of all types 
by scanning multiple inbound messages and 
confirming whether or not there is a specific 
electronic message, and taking a proper action in 
response to the scanning step. SOLUTION: A 
user 210 while reading a message and adding a 
label of spam 212 by regarding it as undesirable 
one scans its messages to confirm whether or 
not there are multiple undesirable messages 
which are already known. Messages of a user 
218 are scanned several minutes later to confirm 
whether or not there are multiple undesirable 
messages 222. Further, a user 220 confirm 4th 
undesirable messages 222 30 minutes later. 
Thus, proper actions are taken in response to 
scanning steps. Consequently, instances of 
undesirable mail of all types can be detected. 
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fijtfiHS L < t> <DT*fe £> c £: *«JE"T SXf-yy 
M§B4>&< fcfc 1 oot^Of?^ y -b-^feB^?) 

• *<y-b— Ss&rclZTt? b'ty^V • *-yb— S> 
<D«^y< >y S>* fett ^OS^A^fiPfe-r 5 if 3 

zxTyftz-gtsftfa 

fcP&SfTf 3Xf>y ^*-&tr, 1 tcfB«©/j&„ 

4 ] tutegff Xf y ft>\ MiB4>E: < i: 1 o 

t sxf - >y firsts, 3 fcis*<w5ra„ 

5 ] MiB4>& < i: 1 O<0lf JgcD«? * -y -b— 
* 4 fc|Efi<Z>75rffi. 

C!f#Jl6] MIB^ftX-f <y:/*\ tfflEWJE©*?.* v 
•b— S^cS*L< %:^$><D£ LTtDy^yteitlfZ^ 

D»*B7] ffffBffi«Xf-y7 , tf. «?*yfe-$WH 

[f«^«9] MfBfBltXf-'yT 0 *^ tf>lffifefcXT-y:/K: 

CfSjRJll 0] WEMm^f-yfifi, BufB'>&< 1 

MfcfcKl 1] MfBlBtiXf -y:/*\ i&iB~>^-?-+;£ 
'>5<ttl ^©-y^-f + • 7*— XKfBtrrs 
X-f y^^t?, Mt&gl 0fce*fiW5fft. 
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cw*ai 2] fji3->^"-^+ • x-^^-x^sssc© 

1 1 £fB«<D?3i£o 

0»*«l 3] MI3aWX-r>y7 p t5<J;tJ : MIB^SX^>y 
D»*fil 4] tWIffifeSXxy^OWfcx fflfB'>&< £ 

io % cfcfcttBTs xf- yy*« szicsts, m$.m4icm 

t» tftfB^* < t 1 0£D#^<D«^ p< >y -te-^tf H£ l> 
91 1 4 KlBttO^rS. 

'0 l 7 ] MIB^4X r- <y 

>y^t, 

S( CT t K—%L<D U"^;l/«r^^-r ^5 X r- <y 7 s t 
ttx 1 Jc8B*0^fffi. 

Ht*9 1 8 ] MIB^SX -r >y tulB^^: < fe 1 

ts. m^rn nciB*<D7a 

CW^l 9] tulBSIfTXx-y y*\ iiffB4>& < i: & l 
OtD^S©«?^ -y -fe— fcte^cDgJ^cili: L < ^ 
(/^©SfeJitSfeotOtLTO^^V^fvf^SXx'y 
r*-^tr, l 8 {c|B«0?3j*o 

mMmz 0] MIBHfT : XT--y7'*\ ftjIB / >%< fcfe 1 
•p©#g©S?^ 'yfe-i^SftBf cgM^StSX 

M*^ 2 1 ] t/jlBllfTXT- -y X**\ 1 o$ fc«ai$© 

-<;l/cr J; fcJWJftT * ~> a >%*ff T §Xf -y ?ZS 

ts, m&m 1 7 fcSBKo^rffio 

C»*^2 2] MfB^X'r-y^ 
#- i: tc«fi««-gc^^m-T S Xf- >y ^i: , 

L fc ^ -y -b— CD; \ -y ~> a. f a y ? £ ft ffl L fe^W 

a -y ^7 <0SHttte*ffjrr 5Xf7 7'i: 1 
lOSftttMOa- tf • 7 , 'J7J'U>X*Sj|t8X 
r-yfb. 
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fc**tr, ff^&Ki 7 jcE*£<o?m 

v y i/ ic «fc -a TS!^ 5 rTHI* 7°n ^ A8E««S«K*i^ 

Ma^aicL^V^OT'&SC^fiJ^'f SXx-yy 
MI3'>& < 4: t> l o©#j£<0«? ;< -y ■b-^Sfctt*© 
X-r-y^i:, 

fcfe 1 A©^-— 9^5© loSfcttJMRO-f://* 
<i7>K • ;*-y-b— ^JgrclZTV h^>)yK • y<-yb— 

<Z>«?* v-tr - S> * fc »±* OggftmE? Z>frE5fr% 

ME^SXx -y :Ac JS^ LTil^&T * -> a >**fTf 
3 X r- -y 7* £: f n ^ 5 ACttfiB. 
CM#J12 4] aafta— tfj^6*«*'y h7-y^l 
? * >y •b-^oa* L < *vaHB*fetiSfi%«r#-r« 

ME4>&< £ l oco#^©m^^ -yb-vy^fc^^© 

i Aoa-f ^5® i oSftBHao-Ty^ 
«>->K • *«y-b- ^SfettTf h^>F • yW-b-v 5 

(DM? * vb-zS&fclt* (D^&tf&te-f * 2 3 iP* 

[«*S2 7] WKSfll^SW, «uE'>£< kfe 1 o© 

2 8 ] ffiE'>£ < i: t 1 o<D#£©«?y< >y -b 
#JS2 7{CE®©SyXxA 0 
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[»*S3o] tuES«¥g# s if^yt-^s 

Ao 

#JS3 1 ^IB^O^Xf-Ao 
[|f*5S3 3] tuE»fcB¥g*^ tuE'>&< HlOO 
WJSOW? ^ -y -b - ^ 5 ~> 9- * -v ^tttB f 5 

imim 3 7 ] ME'>4 <tfei o^^^O*?^ -y -b 

6fc^tf, lff*3S2 5tcE«<0->XxA o 
50 CW*«3 8] MEiSK#a*\ ll®»«taSSfc«t»3M 
E'>4 < i: 6 1 -D©W£<JD*^ -y -b-^a* L < 4 

c»3»s 3 9 ] mtmm^m^. tam^ < ^ 1 1 o© 
itso*?^ -y -tr-y^as L < 4^ <DT-&3 c h % 

*^ty, If**3 7tcE«0->X-rA 0 
C»*B4 0] WE*a¥S^\ 

WEWSPaifejfet b T«HB*m x - * te Ml" 5 E5S4 

fc, 

C»*« 41] MEJIff WE^4 <fctloo 
W SOU? y< >y -b- -^S felt *<d^j&cd&&*¥£& VTc 

2 4CI2t©->XfA. 
50 [»*3U 2] tuE^f¥S*^ ffiE4>&< ttioo 
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c»^«4 3] mmfi^m\ 1 o© 

CT i: teatSJfc 7 * -> a vfcfSffr § > M$9f 

4 OfclBttO^r-A. 
CHB&JU 5] WEifefc^SW, 

jfeS L fc ^ <y -tr — v 5 ©/ n -y j. ^ n -y ^ i: fttti L fc^ffl 
7*— ^©^n^ti^vy x!/n >y ^©^©/vy fx!? 
n >y V ©Kffilte* ttff-T ifgi:, 

at. 

4 OlCiBg^^XxAo 
[0 0 0 1] 

^^©ftfj©*^:/©©^ ■yt-v'OgaoiO-g 

iHI'tSfVS'*;!/ • 7 s — £ • yn-ty^-y h -7— 
*fcBW«. Wc, *HBJ(± N TX^AJ (spam) fct 

i*tfti*^jjsffl»*affflE>«-;i/ (uce) 42, mm 

[0 0 0 2] 

[SE3fc©&«] SB, Hm<D<09—*y h • 3.— »f 
«x t?^-^ (E*-/10 <DBT'tbK>mc<r £ 

mt>&*)&nrcMi/Z, — msfc rx^Aj t^tfti^i^ 

ft»*igfflE*— ;l/ (UCE) T'$>-5c UCEti, il 
»^A*fctt«©^At>©«Afc:*il 

asytcaHSsn, uce tfagB&togfe 

LT££<^«>P>tlT0''«. UCEfcWr«IB3H±S£A, 
H«B©«kdfc:CNE T&H©&fifc:x— X -If— ex 
Kfit5„ E;* — ;1/ • 3.— if^UC Efc^SftStS^ 
^fSMf 5 fc 46 V><o*->cDTf5S5fflSp c S*5j:O r '>i7' 
*x7Bfttfm8£ftfc. 4:fe 1 tt©£rt§:ifei!T* 

fe^Bright Light Technologies^:, UCE^r^tBLT 
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[0 0 0 3] *©ffi©fgSC©S*L<J8:^E*-;W:l, 

-So co i 5 e ^-;KD*hf «&x- 
7-r;i/X*-©fe©fc:es8Srr-S{s£fiMif u 

[0 0 0 4] »»RaS*7XOE^-;l/tti»E^- 
</\, a*E*-;l/H\ a^^tifc^Iz-^OAfcttlE 

[0 0 0 5] UC E:fcJ;rj«^iHj&c{5*£ft;£?fc>£. 
*<y-tr-^©fty§: (*5itf-x-©M{i) # (Wcffia < & 

[0 0 0 6] ISSTOtc^ UCE(i, C<DJ;?% 

50 #OE^-;l--^7^-i; (fci:^.^ Eudora^-;l/ • 
^XxAtttitciBlilfSidRffStlfeMailJan) $ 
fcttE^— /nhn;l/ (fei:x.(^ Windows 95, Wi 
ndows 98. ^fcttWindows NT^>y h7*-A±T-P0 
P3/d hn;l/^-9-jK— h-r«v^-fn^©E^-;I/-/^ 
.y^r— ^©fcfefcati-rsSpam Exterminator) ttfe 
tcWtetS&tmt-StiltVybVxT • /^y-r-^T- 
toffloyya-j/ayu;, j£<fl?n5>- 

40 U ^ya<y<7f§fc46©*i«^*i«-r§SendMailp< 
— ^HeaS^n hn;l/O«5S<07'«y^ , dfu-KlffeSSend 
Mail v.8.8) KWv&ZfLT^Zo fe3 lOO^-fycy 
^i-i/avii, E*— ;l/ • U >^ • 1f-e 

X, fctx.^ junkproof.coratcioTa-W^tl^lf— 

ffc<DTS5 0 Bright Light TechnologiesTti, V7 
h •> x TS D °p t If- If X^ffl-T § «fc 7 LT^ 5. 
[0 0 0 7] EO±oVcrtv>r—i?imm-&br)T^ 

50 2O0x§Xf77*A»»?n5. 11X77/1- 
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^a{c& o 5 a* if 3 ^*«3£-r *. bw^t-v X'tnc 

Snllfi^ 4Ci: !fOa«*0' < <£ 3 *nte 7 

[0008] i^aiwiKiiixfy yt^^c e 

^T^AtLT^tSCi:) fc«kt>"»a (x;< 

[0009] K^-rv-^-xo^tt 

X/SA£2!{rr3A ( l"X/^v-j (spammers) ) ti, 

• T'FbX • F*-f yfc-fe-y h77rt««^?i/^ 
— IJgW&£X/SA • VUol— '>3>01ott« rx^ 
Aj Fy-f>0^yi"JXh«ltRfU COi^ftK 

^^a^&ftsnfc;*— ^jgg-rsav j&sl&i^ 
a\ &rcirM{smz.M?c£-i?3oZo x^a^n^ 

^77^'Jxh fcSSiraT sctmSc 
[0 0 1 0] fci:7lff, xmission.comTki, ff^O+r-i' 
F *•> 5 © ^ — yb^aiMffliJK ig^lf £ «fc 3 tc sendma i I . cf 
mmi^Whfc 0 Wf+xh • 77W;b Chttp://s 
pam.abuse.net/spam/tools/dropbad.txt) ti, moneywor 
ld.com, cyberpromo. com, bulk-e-mai I. com, bigprofit 
s.com& X/Vr— K J:5ffiffl©fcftt©»-fe 

7h77 7°^ nfc C t tf-frfr? T V* 5 V < oa^tD F^W 
V^UXMTl/^o http://www.webeasy. com:8080/sp 
am_download_table£te, 1 0 0 OSBrkLkO'tM' Ftf 
COJ:7(^77 ^UX Mfc£tiTV^„ SendMailcD* 

[ooi i] ta^u «tMS'JKH&B£ft5£, ccd¥?£ 

3„ X^v-tfaol.comF^-rva^X^A 

*mmt %>m-&, aoi . comity^ v ? v x b Kiiin-r 5 
*»na^*. »^**.*uf, anttaisttSK-pfcfcv 
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it f y -y >*p & sfte»cffta t fc*iiih k^-< rz\z& 

< O^ttWa.— tf Wt ^JR^ < « 5 «* 
[0 0 12] 'Nv^-^Cftffi 

tfX/ * A tc H <o * 3 S t,> -5 ESS t C 

?><DT\ fca- !f©91a*W4 E ^ —)V • 7 FlxX&T 

[0 0 13] Ross Rader of Internet Direct (Idirec 
t) Its Eudora Lights Microsoft Mail, Pegasus^^ 

x a ao c (omsacm^rmnttmm^ v\-7'?y 
20 nsa\ ^£Dx*;i/^"T-«^n^^T-p-^5a^fcti^ 

[0 0 14] LfrU CcD7?SOrL—tfa , icne.^ttl 
[0 0 1 5] 

X/<A«, ffl«, «a*IE3KU, #/©7i7-t'f 
h^l&nsci:^iil^, ^X5«^Sg^Sfc«^(D{fi© 

30 T'Wm<DE*— ;bi;«IZSiJ$tl5c Lfttfot, TMAKE 
MONEY FASTJ i:V^5T•^X^ • 7^?*>h&£tSl 
WcD^—Jlsl/ts TDuring my meeting with you last Tu 
esdayj -e^5^-;l/«t OX^Tfe* WfetfiS 

[0 0 16] — a5<D£X/<AyJ&fcj\ E — Jl><D&%. 
*jl4LT, X/^A^«M.5>tli.*' ! fflC) E >«— ;Wcfctj| 

wr^o 7— f • yzbfcitf*— 7u— x- ux 
naax h^-rx*Rifti-efe«o co^f)*^ ±sbof^ 
40 f ^-x^tliS)**5irj : 'N-yx*^-x^aiS?*i:Wffl 
SnSi^^. iKDSS^JtLTtt procmaiK 
Spam Exterminator, SPAM Attack Pro! 1 1 $>\zfflfeW 
§junkf ilter (http://www.pobox.com/gsutter/junkmai 
I) 36i«*S. 

[0 0 17] CO«#t>s *ilOE^-;l/- ^-y-b-v? 
tt, X^A£Di?bV^>X^yXOiiJ*}Cgtl^:V^J:3 
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[0018] f^xh^-xo?->y»a 
Spam Be Gonel&Eudorai: £ & fCtStlt" 3 7 U — £ i7 

sua-p**. cnii, x^&it^x^AE*-;!/© 

^— ;bflW««tt«»ftL. X;SAg:fc«:#X^Ai: LT 
<D E * -JU<DftmcM? 5 <fc 5 ^<SM1S<DX 3 7?jS 
^TS^X^VX^-XC^lT'n^A-c'&So C 

[0 0 1 9] +»S;iOhU-i^Oft, C<D¥&© 
«»tt**J:c;«»tt*ttflSOSj£J: Dfi< ft£> i: 
tiTI/^So (http://vraw.internz.com/SparaBeG 
one/stats. html) T?tt x jfiSoa- tf icm? 
#t£nfti/MDT\ CW^7 WXjcBi-T •S±RSfc 

ftstsje-rscfctf-e^aav Gii&tx*** i s^L2 

< & •? , ttNM£*tt 1 2 0 %T\ 2 fcflftfc: 5 

T-5-^;l/7b^te.tifc2 OCD^-y-tr— ^03^0 1 ofi 
UKUcli-g-rSftftfeOfCft-So Ctltt, g^A-V7 
h x 7" # g ») #j fc - ;l/ H!l Rtf S « ti * 'M 

[0 0 2 0] ±iB©UC E&ffiTjjSttV-'Ttl.^ X/SA 
tc £: o TliWTfe § #*&I<9#X^A E ^ — 

fomtzmj-t % a k> ft s . 

[002 i] tgftttttiS&idu 5fc>2, T-^&tf, f- 
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tf<fc»Jj£<fc*?*-3*<DT, */<A©»&* 5 Sit < ft 

[0 0 2 2] Bright Light Techno I ogies&ffiOST.^ 
A§Sift/tf-ex%§iIi&LT^5. Bright LightT'ti. 

T*«:ft^<DT\ liittif L < 7 ■b-y©»% 

[0 0 2 3] U C E*lil43j:tfl6aFOCO^rffitt» ftft 

&o Bright Light<D^--^U — i/3 > • ■t^^it, X^A 
#&SfrH5*->E;*— ;1/<DX hU— A«:*-^U X/^ 

i:A,ifffin^S<ftt) ; e3ft©T\ C(DJ:3(cLTStt 
50 ^^-rSc:i:«:#a-r5ifell«, Bright Li ghtd^ 

^-t?v>5 yji->3 z/%M£fri> unft v\ u 

lOHSitt, Bright Light<D7jffiT'«Sl^caS:L 
W5^t2O<0^X^ ■fftfc'fe, S$L<ftV^© 

v > ^ v -fe - e, y - f-v ^ftWf 5 c i: im^t. ft 

cntJ:!), aSL<ftV>^>yfe-^<OtSiHW 

Bright Lights, ^— 7— K* XfcS^VT 
Rjigft-^#^£0^-y-b-^^ (Sfctt^©7cgP 

ic r- X h f § C t *^T-# 5 <t -5 ftMKjx-^ 
tttti-rSEROXn-fexfco^TgiWLT^fti/^ Lfc# 



-6- 



11 

[0 0 2 4] t5lO©» ^x-V 

VfcffifflW^XiDMg b < fcV^ 7t-^i:liJtIfi<) 
tc. Bright LightOV 'J a. — > a Vti^C U C E icfaif 

n— 7- 7*<>>ht±-r<TOUC ECQ-p^OSMS&Sfr 
[0 0 2 5] 

[«W^IWaL«t3fc-r*BWB] bfctfoT, 

LMs-r s it $><d i i®»_wft#jw*ji«-r * 

[0 0 2 6] *»mi©flS<Z>B*IfcJ\ X*7 7Ei«#t) 

m wt sgffi& y >; a— ~y a y*mm? setter 

So 

[00 2 7] *SI§O26fcffi«0S«H:, ««E;*-;l/ 
[0 0 2 8] 

*OiE«Kj:— a*fct±»ifiLfe-a*a«l4: LtgJ b 
<&^'yte-^*SW5«3:<tftftJf «. Bright Lights 

L < & v ^ -v b - S>*H8W 5 46 Kffiffif 5 3^7 h 

— <D?«lA*«a^ L< &l/->fe<02: bT^O^ >y-b- 
-y K: =7 <*)\,%mf 5 C i: 5 *•> 6 T?S £. C Ofc 46, 
#jiOOL— iftt, a$ L < ftv^ >y-b— : y^SSf 5fc 

WLattntfft6*v^«oii«f^u—y3 y • -fey 
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ttitibfc^y^Y • 7*-*fc:£ Q:x— 
[0 0 2 9] *^HJ<D^ffi«, SlO( TT^-bJ ) 

a^fa«SL<&^*-;b©ffi4MD^yx*y**£ 
fibfei:^^, srt-fti* b < r^^cot b 

IWJbfc a.— 9*©^>yb— S?*3t»IWfc3iaEb 

T -r — * ^ - X <D y 7- ^-v Jc n tE ? S Z 5 SI 
SfSCili:, g2<t)a- *f©*"yb-: y<03^ ->7* 

-^•v ^#t?to^as b< ^t/^fecoi: bTiasij-r^c 

[0 0 3 0] HftWtefi, KDBca— tf^fe^S^-v r-7 

ztfim-rzysmz, < 1 1 1 o^tsot?^ «y -t 
-^ci3il'fisrc«SfiA ,; asb<^v^o-efe5c:t% 

tt'>«; < ti> 1 y -fe— : ys/fcttJC-O 

imtfi&tE* % £ r> fr*Wm? 5Xf-;^L Six 

[0 0 3 l] SSU^ifc, WS7.7 L 'yy«, ^< 
fcfc lOOiSOf? ^>yfe— i y<Dii5i^a* b < 

{ff^bvette. '>^< fct i -oowje©*?* 

^ •fe—y*a$ b< *vt,©$fe««jfEOfeO i: bTH 

40 h • n.— »f ©sal aicfifii- ^t.^ So c (ogm 

b< *V^feOi;bT£077^#^5<f?feS«: 

t^-Tfc46©^sij^77- h • a.— *fta«"r*^ 

^tlig§^««-rS7x-y7 , 5:^-tyc:i:«, tffZL^ct 
[0 0 3 2] *^oaa)Xf7 7*tt, »$bv^ci: 
50 4Xr-y7***tr 0 SeHX^-y 7°^; 
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tfr£ Lactic, < i 1 oco^©*?* -y 

x gttf zxT-yy^tscttfTZZo c <d -> >?=. 

-f 3:£^->-'Iryx • n hi;, *&fc<T>*/>7- 

l-^B^MM-tzn. 1 ?-* 7-fe— >*©7;l' • -r^X hie 
fgnkr-^m-r^'O^i:, WT^-y-fe-^cD/vy S/a. 
iT'n-y?^ HP^-y-tr-i^ritf— #5§fS£tu -?-<D 

CO 0 3 3] ^BJcDaajX^-y^i^SX^^y 

[0 0 3 4] ftftWDfimZ, fc&^vyiDm^ 'P 

C<D5ttgX7^y7°«:. fcfScL^C^;:, l&fft&m 
m&C J; <9 <ifel -OC0# VP;* -yfe— vWM 

It. < £ $> 1 O«0t?^ 7t-^gS L < 

[0 0 3 5] i(ilXr7 7ii, SfSL^Ctlc, &m<D 

<Otf&X7^y7°«\ Jf?^ Ui/^C i:tc. HSOf?^7-b 
- S>fc BS f i> / n v -> a 7 u >y * it fUW « X x v 7° , 
ffW b fe^ >y -> a 7*n -y ^ ^fcgj ny^vhoDl 
Wmkn<Vg&>\"J 7*a <y >7 fcjtfft-r 5Xf7 7£ 
*#tr. *S8B§©2rtt#, iE»&SgB/vj/S'3.7*ny* 
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14 

Vig&mo* >x* yx £:Jl.&f ©te-MWfc« HISiK L 

^-h • x-^fciMirf 3X7^7 iEttft£JB/vy 
•yt—i/<D7}V • 7^+X h^Ox— XftcD^JB 

io X* £+#fd8ft!LT^.5;b>£ 5 frfc^-rsxry 7 
^O^SOW^-yb-^feSgE^O^^X^i: 

51-r§ifL^»lt^l+»-r5Xf--yy^, ^cD#^ 

LV^Cfctc, ^^vX^CD^^^-^r^X'IfffitC^ 
?nfc^©W^©*P^ -y -b-^OlH«of-x -y Wl± 
20 Z§mt%X7->y7£, mULfc?- a. -y 5 

X ^ ©fe56^->~7- >x« SF*j©IB1Sf- x >y i: 
Jt«J-r5X7 : --y7 p i:^tyo £<Dftmt. tff&L^Ct 

->^*-7 t -^-iS[A^-p/c<^ai^n^i/^^c, * 

<0#5£C»«^>y-Ir-^CBa-rsffLV^^X^%^ 

t±, bv^ci:fc. rm^y-t-y b • y^—jwt, 

ii^tSXf'yT't, t^TC^7X^(D3?Ti 

li«1^5X^*#Sct?^ -y-fe-v'MSA^jiiD? 
n«SS^^X^i:LT«|giJ-r-SX-r-y7"t^^P.}c-§- 

ft^5X^O^S1f^Btfg-r§Xx>yy^Cfo 7 
§->y'-f + • *7X^Ot^T<D^O§ffl^ 

m7*-j\sh**mtEm£%Lmmzi£®?2>XTv7'£, 

«0 OTHi^l^v'y^^-V • ^^x^^S-r«X7 L >y7°t 

[0 0 3 6] ^ax-r-y7°(i:, »$L^Ci:K N ^-y-tr 
— >**35c*atB-r«X7 1 -y7°i:, ?< -y -fe— S^fcS:*^* 
fS(ciit5XT77i:, ^f^SLT^ttif 

5A^iilt5Xf<>'7't, gcOU^l/ 
«ri»e-r S X t- «y 7^ i: *$ty „ 
[0 0 3 7] ^ffX7 : --y7 P «, ifSU^Cfct, 
£t> 1 o<0#)£OliF ^ y-fe-71 ftfifO^O#4 
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*-gtS, fOSfiXf"^^ 4>&< £*> 10©#5g© 

o ©#5£©tt^ -v -b - * tc ti ©gj£ * Bfc£-r « X 
x>y7°fc^ty 0 

[0 0 3 8] H^Xx-y^S. SfSbl^C fcfc, lOS 
/c-gfc© l^I/CT T V i/ a V^fTTS X x 

©»[4£ftscT sxf7 7t, i o $ aa^cD^L- 

+f • rU7T b>X£:§{t-f 3Xx-y7°i:. tttiXT7 
7, f+SXx-y7\ feJ:tf§iXf-^(cMtT, — 
St© b^VSr&^f ^Xf'yyj: *$ti. 
[0 0 3 9] #83B»4, WR3L— tf*»6ft8*'f h V- 

rt-ewy* -y *-yoas b < abases fcttsMi* 

^*"T * » O^ffix r - y ^* Hff f * » fc v fc 
•y -Ir— S*E>aS«S7fct4£fc*VB£ b< ft^feOTfci C 

^^gftWteata-rsxT-y^fc, ia©3 

— yfr50io*fctt*HR0>r:"V>vK • *>y-b-^ 

j£4bT'>&< lOOWjeoft^y-b— 

* ©gflg##£-f & #"> if 5 fr£ Stfgf* 5 X x -y 7° t , ' j£ 

ax7 i -y^cjs i SrbTjgm7^->3 v^fr-r sxx 

[0 0 4 0] SfttC. tffrfe*** 
•y h^-^rtTfW^-yfe— ^©a*L<4v»iSH3*fe 
«§{!£&§?-3fca6©iyXx.M?&c>-t\ 4>&<i:t> 

<a^feO-7f**ci:*i|»IS-rs#©i:s '>4<tfel 

* v-b— 5>$ TciiT^ h;V>>F • *vb— S>&£t/Hi 
^©W7?££SbT'>:&< hfe 1 OOt£OS?^7t 

fAOiiff LvHSSOJgJBfi^WO^a^i?* bv^ 

[00 4 1] 
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fc&JCjg^&iyXxA 1 OO^n-^HTM, ^X 1 
2tt, (CPU) 1 4 £:*!&©#© ~> 

XxA • ^X • n->y h©BT*7 FbX, x— 2. BUffil 

^-bX-y^D (RAM) 16tt, ^fA-^12 

C P U l 4 £SH8T5o ^yx^-vttta^^jL-^fe J; 

TttJWTKWWr**^x C P U 1 4fe8VHigiJ4r<DC P 
10 U±T*ffrfN-3 C ^*fffiJ9P*^>XxA 1 

8 it, ->xfA • ;sx i 2ic^?n, f^xrwg 

^ftA7JSB2 2*>6©A*«SWIX*. ^-F • xV 
X^$iJ®'9-> r v'7,7 L A2 4«u M^Xi'Sfea 
m — F • x-fX* 2 6 5->Xfi • /SX 1 2fCM73lRltC 
UBS? 5. <ii!l«P§&tt 2 4 *3<tOVN- F • xV X * 2 6 
ti. CPUfft<£*iJ:tfx— ^©fea6©A^SIB1t«l**i 
«T5. 7H7tf- • x-y-X^ • Fv-rr3 0 fcat 
20 IC, 7H7^- •■x-fX-T'y b 3 0 aA^-yXfA • 

i:UWM7a7t:- • f^Xi'ait7i'XfA2 
8(i, 7D7t!-- K7-f73 05:v'Xfi>-/Wl 2 

icmftfaicss-ertZo mmz. mm^-j^T-h. 3 2 

«\ ->xxA • /^x 1 2tcig-&?n, -ry?-^7h^ 

[0 0 4 2] Si tc^f#l^^«> vx;i/ • 3 V 
tfjL— • nvtf a.— 7-77f-> 

30 F«3T?Slfi(S-r5Ci:3b^#-5o- C©fci6. /Ul 2 ©f#5g 
^fctt-f-O^XKig^nSC PU 1 4<D%L%:E, x— 

^ii->xta i o (DMwtoKnt&vj&t&tDmmit, * 

[0 0 4 3] Af^HCBxJf. *»W©*ffitt20©a 
b<^v> C$fcf4«B©) ^-y-b-^i, *5^f,<£K) 

¥«teJ:t>-rasb*n«*i©79-F -3.— *ft±t> 

l«n, Rff-^-©^^-^^ ■ x-^^ ^©^>y-b-^ 

• -b>y h (TlTSISt)^ 1 ©7^-h • n— »f©-b«y 
h**tr) it. HW:«ftlLf^7-b->Wyx? 
yX^HJbiaiLT, ttfflbfc->^x-v -x-^ 

50 [0 0 4 4] 0 2tt, R^JCX^AJC^ffi-rS*^ 



-9- 



77 

MA 2 0 4£5<J;tf£|gB 2 0 6»§ o *|Rfc:U\ 

a— FA 2 1 O#g#0*-;I/te7*-teX-f 

hTtftttlJnSo a-fA2 10^X/^2 0 2^n 
4: LTliSiJ Lfc £ t tcj^SFbT, KMShftX/U^ 1 
2«^ft£LT^;l/*Mttt5n. 

[0045] *5BWos/y-^+affiBW-ett. mmz 

tlftX^A2 1 2 tt • -9—^2 0 8tCckoT->^ 

-^*»fcti:c.:/^:/2 1 4fciSS2n*WtBtt***. 

ittgij^nfcx/^2 i 2oe/^ft^^»;i/ ■ -9— m 

2 0 8 fcrigStU is 7-=}-^ • 7*—$^— X 2 1 6 tCffi 

2 1 8 »±tf3.-if C 2 2 0£O*ff (*fctt$8fl» * y 
■b— S^HU • f-^^-X2 1 6rtcOttlii-> 

KWteSittbfc^y 2 2 2^VX^y7^ 

-if <D ft* *c 7 5 m» 5 n* A\ fOSffl«fr 6 1» 

[0 0 4 6] C©2«D<oaMtt % a.— tf^ftfctofco 

r rai** oiNRi»*c«iB-r §c^m§o ft t * « , 
-^itt, K»ioa^b< av^y-fe— i 

^y-te-^K 2. 3 3WWEr**if3**«B i r*C 

^yk-^4«sat *(M&tti«&?>, i vsmmczL- 

[0 0 4 7] *^<OS 1 OgpgT* y-fe— 
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sft«^o^^#aE-r*prfi&it^a6* 0 £<o» 
s*&t>-ffr asj&*ra u *^x # tcs-r t © t na-r c 

ao, £ft> «fb^«»^*ni:bTBM?n«prfi6e 

tiS<a^ 0 #»WaS'^:i^*ttffi7 ? --#0 

20 [0 0 4 8] ^m<D-mM<V&m<Dis?-*-r • -r- 
^-Xte, MSC luster cD-fey hs^sao, ^n^ft 
«H^OCIusterlD«SU?tc<koTKS0?n«o ^Ciust 
er3 0 0 Ut 2 O<0l*3 h«#f 3 C <£> 

*vMiSigList 3 0 2V%>2> Q SigList 3 0 2 
&SigDatagfg3 0 4 0UXM^5 > ^(D^tiZtil* 
^Cluster 3 0 0©^y;^fi"ettHi?nft^Oi 
JrV^teM-rsWIBftdtro 3O0SigDataSm 
T^^SigDatal, SigData2. SigOataS^^f 0 SigList 
3 0 2 rtO#SigDatag* 3 0 4 tt 2 m^fr%^ts 0 

30 tctM SigData2^t*SM"rSo SigData2 3 0 4 
(DfSl OSP^fe^Sig2 3 0 6ft *vfe— ^ • X4- 

-^SSo ^2 0ffi^SSRegionList2 3 0 8ti:Si 
g2 3 0 6 JcBBiS^SRegionDataS*3 1 0<DVXh~? 

n*J:0*^j»S/-^>x»c:B['r8ilWB**tr. #Re 
gionDataS*3 1 0tt3OO»*. ^a^^, 1) 

ffiO*7-fey f-TS^Begin0ffset3 1 2) 
40 '>-^VXrt(DS?*«T««RegionLength3 1 4 k, 
3) xy *D-At85 C R C 3 1 6 

[0 0 4 9] #Cluster3 0 0<DS2O3>^>h 
tiArchetypeList3 1 8T*$>£ 0 ArchetypeList 3 1 8*4 
ArchetypeDatag^ 3 2 0 O V X b D , ^O-^n^ 
n««S<DKSfc:H-r*x-***Oo Rp^c. #Archet 
ypeDataS* 3 2 0(t 1 ) ^Oy7V • -r^X h 

SrS^^-T V£-e££ArchetypePtr3 2 2 2) US 
50 ©*X*P5tf-J(2*u ffl0^7-ir-^c»t§±Wd: 
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3HashBlock3 2 4 t., 3) CaseDataSSI 3 2 8©UX 

-YVX^>XK:M1"ST r — ££-&£fCaseList3 2 6 h% 
^tyct^T-tSo #tc s ^-CaseOataS* 3 2 8 «\ 
1) n kf-©j£fi<i<D I D"?;fc3SendlD3 3 0 t, 2) 
3fcr-£$fi§bfc§fHll0 I D^SSRecvlD3 3 2 fc, 
3) 3tr-A^*3fcS^*tlfe««iJ-e*5RecvTii>e3 3 4 

[0050] 

*U igtSpt.— tfjb^ftS^y b>7— ?Hcj£a&5n5fc© 
•V3b%t>\ 04KMttPlt5o *%BJlfcL 1 A* 
-;i> • 3.-1f*'£trtt#eflW*Sci:tf | 

b) 3— ifjbM-y-b— ->*M 1 COa-fli 
§{gbfc*-y-br-^M 1 ?rBr*-s ^ftMkX iM^ft^ 

SrtT? ra*b<*^t><oj T-fe5i:#AfeJSi-&, ^© 
a— »m, fc 3— if • -f^7x- Xrt©#SU 
'J y^t^Ctic^K), ;*>y-fe— 1 ti 
a£b<&<^ fe€»tLT77^# 

t\ « i temm&mjjmzmm lt, 3.— w*©* -y 
b < a^feoi: LT!isij-r so«$ats 
c^ms. i^-fn©*^-?^ ^f77*4 0 2^ 

©*>y-tr— S^c l"a*b <D J i:LT077^ 

ftt*5^7ab««l4:*3.— tftf^XT^cfctbT^b 
Tct§-&. 7fy7'4 0 4W7-b-^Mlont:-*i 

id */>f-=f-* mtu^mK&m? z^stc u atj-t 5 *>* 

AM3.-1ffcJ:t>rfif3<ii:t,if*S. «rtt«, RBIMfc 
©n— tf^Mtf*-©* -y-tr-vHcaS: b< &^&©i: b 

ii:tt?t§„ ^-y-fe-v ? ^atL<^:V^cOTfe?, 
WWtf*5nfc«*, COTjffi&XT^yT^ 0 4 

(cMse-r^^fTf^^o >i> • yxfA • 3— »fg# 

[005 1] Xf7740 4m ^yfe-i?Ml6$ 
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20 

SLT, vx* • -yJf-^-^ • f-i"<-7D 1 £^3; 

74 0 1 tfVX* • i/?—** • -7^— 

XD l rto~>^^ L -v©^< £t> i-o^tsh 
«*r2mfc#S\ X-r-y7°4 0 6H©y7t-^ 
^•©Sig3 h© 1 otc— a-7^f -v^ttJ 

#ClusterKB8a"rs#Sa!i:ltlS[bT, DlrtOV^f 

«©#3: Li/^ffitt, ^<0^ >y-tr-^B3f SHashBlock 
/o fcff-gf SCfcfc, c<OHashBlock«*«««SiK:H-r 
SHashBlockfcJftR-r.SC iE»«jaS!— &«« 

nfc&SfcffWSnfc»&) „ -Bt«M©ArchetypePtr 
3 2 2*ffifflbT, ^©7;l/ • x^X 5. » 

*©ISS!Mo«i:tf;*-y-tz— S?©7/U • x^X 
*■©;* <y VX* >X ilJI&'^S^-f- 

SH8HttLTV«i:it&Sftfc*&, X-r-y 7° 4 0 ST*M 
%CaseData1fM8 3 2 8^7 -to— S*fr BtttH U ^OI 
Sffl©D 1 ft©CaseList3 2 6 ICiliraTSo ^fCfMPM: 
20 X -r-y 74 1 8 fc&frf So L^U Xf7 7°4 0 6T 
iEtt'ft JSS— StfSo <p 6 * v^*^ t± ^ -y -fe-^© 7 
;U • r-^x h*^©iSS07;i' • 7"^x b fc-f-^KSfffil 
UT^SfcWSSna^oft^, Xf--y7°4 1 oi*m 
V^I%Wtim&<DWi.W<D >7 =y X ^ t +^cS<K b Tl^ 3 

i:©^5•X^T•fe3A^^/^7 ! l ; |J^^T•5o »^bv^ci: 
fc. ^-©SignV^-^Vh© Sfv'^r-f-^^r 
•g-ty^-ClusterC'iitc. Begin0ffset3 1 2 43 it/Reg ion 
Length3 1 4tcJ;oT^^ti3ffii|?©^x'y WUtffr 
30 W-t%£t\c£*), -?-©Sig3 0 6(CiIt SRegionLis 
t3 0 8F i 3©^-RegionDataS*3 1 0^^>yb— '^M 1 

tfCRC3 1 6KS«?nT^*jifc«L^I6lEHS 
^rmm-Ti), «SRegionLength3 1 4**TS— WW* 
%=&ClustereTi:(c9i^-rSo f ^T©Clusterrt©«fi 
RegionLength3 1 4A^*< i: tt§^©PS#SlCl?bV^ 
«5RegionLength3 1 4 ^W-T SCIusterli:, Iff 

bt/^n^jiip-r^^iis^ ^x^ t bT^sij^ns. 

Iffbi/^ArchetypeDataS^i: bTC©C[uster©Archetyp 
eListtciiip-TSo 
[0 0 5 2] ffiRWKT?, Xf774 1 4-ett, ^©^7 
5X^'\©ffbV , 'JlM<D3iin*£B*t"5fctofc, Cluste 
r©SigList3 0 2*BfHf-r«C ^-^7 
;I/3*'JXA (SfSW7 W • ;l/-^v&if) WSbT 

yvx«:ilgiJ1-5iii:*^#, H5teiaabTfiiTte» 
afSSigUstT*-*©*^*, ^ y-fe— 
50 tt*<. -flSWtcSI^-rSS:*^— 7"VX©-fe-y htC© 
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frmmtzc £&-?%%<, co^saxf-^ '4 i 8tc 

[0 0 5 3] Xf7 7'4 0 5W7t->*M 1 #VX* 
ftfc*3:*^fcWW;£nfc^$fcW:XT-v74 1 OT 

^fcSWfSftfc*^ CO/j&tiX-r -y^4 1 6(cffiR 
T^o Xf774 1 6?^f*-fM 1 JBtcfrLVUCS 
* 9***fB*U j&3WIWB**t?*— OArchetypeDat 
aMig^#/j£LTArchetypeListFtycAft, iy^—^-vt 10 
Hga-7=f— *©-fey h^fj-gCLTSigListF'gfcAn^o S 
&fc, g^Clusterfc^©BW©ClusterlD£»J^T, 
•?-<?DCIuster?rvX^ • • x— XD 1 

icitfip-f -So SigListf*|(7»^?"W;i, fflO^y-b— 
i't'lofr 9 * 3 fe 5r >x^^-r S t«l 

mm<Di& 3: LV^&^M-r ag&HBfcoVTfcfcS 5 £|g3g 

±^ e * s y >x * *4 j: »> — » \m®d& 20 

y -y >fe— ftte^O— gp#£ § i/Hi^OM/j©?- 

*6*liJSn5fx >y ^i*i:ft«:^©ffi©ffi^-r— * 

C ©iiiP'lf gl 3 fc^-f # v- ^ ^ tc IBiS-r -5 Re 
gionList3 0 8 JCBBttt" S C fctf^So 
[0 0 5 4] Xf7^4 1 8m X-r-^7 P 4 

0 8. 4 14, f:ftfi4 1 et'TX^ • =s>7—=f-\ • x* 

—ioiV ' • x— X£rH#rf -§> 0 Cft 

fi, a— • -r— X#VX£ • ■ t 

-*-^-XOIEfii&«§!£T-&3 C fcfcffiffi-rsfcttfl!)* 

•v *5 «t Kilffiaj-r-* *3»RWfcSSfi-r S ft «5i 

JiWfcSfibTiSio Ansc fctcit>raidc-r* c tan 

[0 0 5 5] SigListx-*0*tfj 

X77^4 1 4*5iCf4 1 6T-ffiffl-T5, fl/f-^O 
JRS^v-fe— ^teWT*SigList7*— **i*asft«tf 

w-r s fc46<D^)ii<D»t L^nmommiz-D^T® 5 t 
H»UT«ijirrs. site, x-x-yXs 0 om 

t-J?03-;«rtT»? LftPIJfA <£ 9 /J%£V^S ft 
(i-^-ftfc^H^T ^TO/W h • y-iryxotiJby 

3T'St), t^W, PWK 2/WK 

t^TOf- y-VX (ftlftll 2^7 A, 3 JO 
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5 0 lTti, S^ft^-^lyVXOIsI^n^A^-r 

^— X«> to-fA^^^W bOx-^-Xfc&Si: 
•f 3c COf- *^-X«-?-©-n.— WgffibftT-* 
-T ^*t^y< -y -tr— ^ 5> & 3 3-^xfr 5»f@SUtc=&zt— 

■9* c:i:»cfni-r*c two*. toZMmmT*-*^— 

X ttflBROa— tf ft ft$£ft* <y -b-^fr 6 £ 

Sggft&fcn— ^X*->?)ffg-f*C£:fcT^5„ cOJfl 
fflx-£-<-x«:, n— «f^*(ctofeoTB<W*cfc 
feT-tSo £ft, c©-r-*^-X«5£»WfcKffrs 
CitT'tS. 7*-*^-X#:**£j«£ft4»i?ri3J: 

[0 0 5 6] Xf77"5 0 2 m ?C*^v'y*^+ 
*»Wr^fr^*y-b— ^M2<3D*X*»«-rs. Xx<y 

7*5 0 4T«, t^rmmm^m^u t^toi 

J^SfcS»-r*. ^fC> Xf7 7'5 0 6T'(t 

0*ft«*»OS/— 5r>X*K9|-rS 0 CO 1 OSft« 
«»<0'>— -ir>X«: 1 Olft(iWi'y*;ft*M 

£ , D*mm&£m.friz 1 gti. 1995^9^19 hcs 

fT^tlft TMethods and Apparatus forEvaluating and 
Extracting Signatures of Computer Viruses and Othe 
r Undesirable Software EntitiesJ th^v^>^<D^M 
WfffS5 4 5 2 4 4 2§ (44 2#fj=) &CfB«£ftft?3 
ffifct^THSfi-r-Sci:^**. CCD7jS(±, 

?nf:feO^S5„ ^ -y-fe— ^5K£>n5?aiS[<D^*f 

flO^-;l/ • -yfe-5?fc«n*prffitt 

[0 0 5 7] 0-i:$i:i6{cL.T#x.§i:. Xx-y^SO 
2, 5 0 4, 5 0 6te, 03tSig3 0 6 iV^7^U 

a*tt«-s*iftx*x h • x h u >^"B^onw^iBxg-r 

St'07*«. ffi*3W?T?, Sig3 0 6 »CB5«f SRegio 
nData3 1 0 OU X r-=Srff»f 5 C i:tci oT, S^tt 
***6tefi«-T5e:t3y-i?**o cti«, cutis' ^ 
-9 L -vc*i:ti:lXTO¥»i:J;oTXx>y7 , '5 0 
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%m i <Dmmt, m 1 m 1 offl^©-^^ 

«t * O^iOX? - rvxcD^x-y^+TAtiik 
f ©i/^zf 1 ©X^c.f©^ 1 

■z?co^7-b-y h GMtttftossso ^t2S-ri.o ens 

©3 0(Dll^li^coffli^ORegionData3 1 0*Mi&t 
&%&m-t »*Lv»c fcfe 3 

[0 0 5 8] HashBlockx— 

Xf7 7*4 1 2*5£t>*4 1 6-eS**nfc«fc-5tC 
•3f ^ y - S^fc Mf * HashB I ock?*- ^ Srfff ©-T 3 

it, ^yt-s^^Asaaft-r*. c ->^*- 
(^77*5 0 4) trnwctzfrsrcitztitumft 

SfeOttSCtmS, fcfcfcfcf, HashBiock^ft 
£0tc-f5Ci:tT'#?> o ^^cD^-y-te-^* 

»^5^©->-yyx c*-^>y7-f §) 

^-fc&tUfs t-A7 7 7*L^ ry-Kj (7*7 
• X^-Xtc£oTE^ftfcffiSij3.->y b) 
^feS§„ M 7 7 7*U^7 b©7atf$?£L 

h^/jN^SifcO-'vy (.tct^S, 0-2 5 5O 
§EBl*l) C77 VfV^fSo >'N-y~>JL{I*'>>'h©7 7 lx 

(Dmcoxvyhtf i ratii^n?>o * r> k ?§5co_tfis 
tic 4 e>y b i£tftf>&m-e%> K> , 2 5 6 a t) tfwy S'a 

mfr<3&Z7'l"(te?>*5 £ 1 2 8;W hfDHashBlock 
fctftttf, CflDHashBlocktiV— KflDja/iP. ffJBft, HIE 
[0 0 5 9] ^f—f-^ • x— X<DS?;£ 

< ae^nTv^vciusterx— ^ttt-? 

*S. »* L^cfcte, jaDtittngffi-? « 
B) ^X* • 'sf-tf-M • x— XrtO^CIuster 
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13 3 4*«ftB*fcJ*«U ^ftlfrOS^OBftJ: 9 

X£ • zstf-?-^ • x— XA^^SfSo C<D^ 
^X^cDRtStef ^T<Dn— • i/t?—?-* • x— £ 

[0 0 6 0] S^^-V^S 
— (fO^-y-tr-^^4LT, SglXfcV 

3 *im&tf& z>fr£o fr*mwt % . ifcisAs 

ifcxAs Sfett»573At»0^--if**SSWfcJ:-3r« 
ST5<:ttfT^5#\ fflgiJ© rjB203L-ifj tcJiMt 

^MT'liu— ±i\> • • x— ^^-x^ffiffl-r 

jgcDo.— «f tHW <Ofe (Diet S 3b»S fcJilfflgfcx--- If t J: 

X ^M»f^ nfc 1 1/ ^ -5 if ) fc*fS» LT fr d C 4: # 
— ffA^oi 3 ttitS^ciiiciS© 7 *)\<# 

[0061] ^mmottf s Li/^sso^tcov>T0 

50 6{cBa»bTl}iaj-r?>o Xf-y76 0 2tu ^s-r^ 

^/•y-fe— v ? M2c73^:^atB-ri.o *af7 7*6 0 
4 ^ 7t-^Xr7 7 5 0 4 Tj&fflSnfc 
feWtllWfiSfcigMS. Xx-y76 0 6T'«. 
><7t-y*t0^^tiLT, n— 

-^-■v • x— c5?^— xd 2 tc-g-^n^^^— g=-vov^ 

nfr ©IE»^-^S ft L fe— St*^ 5 *•> ^ 3 *•> 
©VX^ • zst?—?-^ • x— Xrt^Clusterx— 
40 fr^S^^-ftt^fr^i^l^ jty-fe— S?ttfl 

[0 0 6.2] LfrU Xf7 7°6 0 6T 1 0 3: feting 

cd -> y- ^ ^ a^o^ o x x >y 7 6 o 8 vmm 

©RegionDataS}|3 1 Ofc^SnSSt&WSftffifflL 

ftZ&is ■?-=?■ JrS\q3 0 6 Sig3 0 6 Sift 5 

■T^TOCIusterSltaKttftrt-*. CcDi 5 ^:#C luster 
50 3 0 0c*tt, Sig3 0 6tcHa-r?)RegionList3 0 8 
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*«Wtr*. Suite* *£Lfc*v*-s>i*3©#jS-$-* 
««©f-iy^-9-A*tmr-r*c4:K:«t*?, «ARegion 
Length 3 1 4*Wf -SRegionDatagfg 3 1 O^SI" 
§o ^xy ^1f.ktf C<DRegionDataSiR3 1 OteKTTS 
CRC3 1 6 8rf£*&\ RegionDataS*31 0*3 
i. tf I uster I D£rBestReg i onDataE I eraents V> ? 

'JXMciMnU 3fc©Cluster**J»f*-*. ^x-y^U" 
AA'-^Stl&^i^, ^fcfiV^RegionLength3 1 4£W 
-r§RegionDataS^3 1 0 *BH3#ttTJtRU — 
x <y <7 VJ*&£r3fr £ 8: "WMTHBIHc Jtttf 5 o Reg i on 
Datagfft3 1 OMfc-H&^x v A#*ofc <#£l, 
&</^§£\ *©5/^^*gf**<fctf|»a©ClusterlD 
^BestRegionDataElementsU X HciliJOL* ^©Cluste 

[0 0 6 3] Xf»;^6 1 OTtt, MSifA 7 ->a 
ISMfr&fiWB bT, tltft^ y-fe— $><DHashBlock*fr 
*-T^„ SlLft^-y-b- v^HashBlock^, X-r-yT" 
6 Oet-IOid^ft-gO^ft© lo£-£tf#Clus 
terOHashB I ock tttM U C CD<£ 3 ft&C I uster 2T K 

*%fffit5<litfTf«. 20<DHashBlock (HI* 
it 4 If y b t LT*StU T WSiflCSC^I? 

255, 

S-gK-H 2j | (1) 

[0 0 6 4] cmt ZP--fSlg<£>±PItf 1 6teS*6£ 

mzi 

S - g((H Xj - H 2 j + 16) mod 16) ( 2 ) 

[0 0 6 5] Ctia, TWSf^^^n l 6TtHtt 

[0 0 6 6] ClusterlDfcitf^GlteSfcHashBlockSiini 
larityi:^? UXHci&frDU X-ry:/6 0 6 fiOAi 
■z>rc—fki/?—?-\<D l o^-g-tyCluster^<inW±# 
at4<^$f, &cDCIuster%8S!tff £. 

[0 0 6 7] ^77^6 1 2T(t ^77^6 0 8fr£> 
3¥tU LfcBestRegionDataE I orients'; 7. Xf7^6 

1 0^£3»&LfcHashBlockSiK1±UXhi:, Ilea 
-If UV^t*fi*^T, -SC©SAS 

fcttU^I/*8tS-r*. 3.— If • ^'J77l/yX^ Ha 
shBlockSHHttKMt-* R 
egionLength3 1 4 teHTf i> l •oSfcteSf&OLffVMI 
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2(5 

BestRegionDataEleraents'JX hfeitfHashBlockSim 

1 larityU 7. }- T?#M£n5C lusterCMsgDatan 

[0 0 6 8] Wwfl5*-«ktT, 3fe^. i£> fit 
4m?>Offl4(D—m\s^)\'ff3b%k.mj£TZo CCD 
*8\ 3.— tf • 7'J7r U;y7.cDSMS&-fey r-fcl/rti 

*ttfclHr*HashBlock«tttt^#-tfa-e* 
t), ^©Clusterffl<9MsgListF*3<D4>&< i:t> 2 A<0a— 
if3b^©J--ift(SICE^-;U • F^-OrtORecvlDS 
3 2*Wr« <£5&Cluster*^&L&t7*m^e ) & 

£\ *ntz:M-r*HashBlockiSHHtt®Bj^ 5*»T»*S 
*■> * fc « Bes t Reg i onDa taE I ementsrt^ft* 1&m&t> v P%: 
< tt> 5 0 0i*7$t), ^cDCIusterJBOMsgListrtO 
ht2A©a- If £ HUE *-;!/• 
20 K^-OrtORecvlDS 3 2 ^rWt" -5 <£ 5 I uster*^ 

<ttl0 O&^T&tK ^<OMsgList|*|te^< tfe 

2 aobu*®^— »r u f ^ -r tc urt&omk 

lCM-f%fflmtf& fc < 3 &Cluster##ft b& 

W-tUf&C&l-^ ^^iifil^ -SEl/^^Wifit 

[0 0 6 9] X-r-y7°6 1 4 t?(i> 7f7 76 1 2T& 

Sl&WKIWISfc-rsci:, a— tfCSflffirtTO^O^ 
KmteTZC C tA^lrSo fct?Li£, - 

AWtt^tlSaf^SSo 3=fc, i-WJ77Uy 
t& * 0±il©*i»IS«««E#<p tifc t, O ft 

[0070] ttitaiR-e, a*u<*v^«yt-^« 

50 ^f776 1 61?«^-£OaSL<!5:V^ 
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x# • • x-^-x^Mfrfse: i^tt 

t/Hi^co^ >> -fe— i/A^at: L < t COT'S 5 C t 

lis S5£fc-SW)«^ coflttgtts M*L<*Voiy 
b— ^fcWT 3CaseData3 2 8 Cr&fr^ jgfKWfcJ: 

X^y:/4 0 4T'->y--y^ttttlSl^cA t X ^cTgf 

CO 0 7 1] i^&iLT, *3W!©*|jafcWLTttT 
[0 0 7 2] (I)aiSa-f!!l^%5^7b7^f*l 

tUJtfSXxy :?**:*. „tE4>£< fcfe 10<D#^©tf 

X^gi&ft^tH-rsxf-y:/^ 'M<i:felAoa 
— tf*>P>© 1 ■offt!i»i'^^> F • * yb— 3> 
tfctiT^F^^F • *yb— S>**v»tt*©flMf% 
*S LTME'>& < i: 1 y b- ~>*S: 

(2) am LfrtuE&ffix-*£E«T sx^y^* 

SK^tf* ±12 (1) &Cia*c<D73?£o 

(3) MEffl£Xxy:/A\ HufE'>&< £t> 

>y ^-^©iijfitfas l < t ^ a iifti^s 

(if SX-ry ±13 (l) KBKOJSftt. 

(4) ME§fXf77'il WIB'>*< it 
<D«^* y b— ^a* L < &^&©£fc(;M31^D&<D 

T-yT^tf, ±fS (3) fcHB*<Z>#fe, 

( 5 ) ME^ft < ^ fe 1 o<7}# £<0«^y< y b-i?A<tt 

ET-y-h - a.— ifos{^gtese?na, ±E (4) 

(6) fuE§«X:ry7*A^ .ME»je©Wf*yb-5> 

1-3Xxy:/£:#t?, ±12 (4) fcEISOSS. 

(7) iwawuf-yrac, t?^9-b-^$t< 

*X7-y7**tr, ±12 (6) fcE*<D;Srffio 
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( 8 ) i9l2fttt!Xx y ^A\ ME^fc < *> l 
<D«^y< y -fe-S>*n 6 i/^—f- -flf$83:ttfcHf 5 7f y 

±E (2) tcE«cDyjffio 

(9) MieiuiXf7 7'*\ ME^SXx-y^ciS^L 
T, tuE^ < t> 1 oo^ot?^ y -t-VKm-? 

tr, ±E (8) Efitosa. 

(10) |ijEttaXT--y^ *fiE4>£< it locD^ 

vo ±E (2) &cE*©?m, 

(11) MEEteXxy^AV llB>'y-f+^'>4< 

±E (10) KEtcm 

(12) MES/^T--* • x-^-Xj^SHR©^- 
• $"5X**^#, #f yXy-A^RfttcilifflLfc 

m?y^y-fe-$yfcttJSTS7 r - ±E (1 1) 

(i 3) ME->y-^-fr • ^^x^©^-n^n*\ £tt 

-*yht-**tr» ±E (12) «2*©7jffio 

(14) ME»lf^A\ ^®i?^7t-yi;it 

JW#^ >^ is tulHt?^ -y -b-i/*©/ vy iy i7d <v 
ft, MEB^-y-te-v^ne-tf§«£n, 

30 ffi'g-jnfc^cO'i'vx^^xtc^-r-sr^-h • x 

-^t^tf, ±E (1 3) fc8B«0*JS. 

(15) SeE»ffiX7^yyfc«ktfWE3££Xx«yyAV 

immcnt>nz, ±e (2) fcHB*8o*te. 

(16) WE^IEXt- >y T'Oitc, fuE^^: <>felo 
^.ttB-rsxT-y^^feJc^-tr, ±E (4) tcE«o 

(17) flJE»KX-rvi/#s ^tttHfttefcJ:!JME 
<0 ^ < t fe 1 odfttOlf^ -y -t?— vWat L < 

fecO-J?S5Ci:^|gfSXx-y7 p ^tS', ±E (1 
6) KEttO^ffi. 

(18) WESWgxy-y ^A\ KfflB^ft < 4: 1 o<D^ 

3t ORBmSOi— 9* A^ffl»l-r 5 C t l£$m t T 5 X r - y 
±E (16) fcE*<D*a» 

(19) MIBafflXfy^, «HEWSO«^^ v.-b- 
^*5£SLTmTE'>&< tfe i o<D;y^-^-^ • ^-^ 
^— X O %/ V- 9- -v A^ § A^ 4T 5 A^5tE-r 5 X r- y 
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tfcj&^bT, 1515— WrsV—^n:— St^7^^rtO 
(14) fcf3^<D;6fr£o 

(20) mmsmxTvytf. ikhewjs©*? * *-t- 

KfflBKS'JIt > y > a 7 a -y * fcfc&f 5Xf 

■>yi:*#ty, ±12 (l 9) fcE«o»ffi 0 

(2D jE«aa»^Nv>a^ny^-ss[A^ffl?nfe 

ES»o-f >x £ >x i: Jifc-r flDK-HMSK £«<K LT 

•rsnfc*^* mmzfenm 1 ?* -y-t-^t^itn^ 

©*5X*fc+#K:SKHbTV**£-»«:s 

y^t«S6te^tr, ±is (20) teE«(D35rffio 

(2 2) tufBW^X-r-y^ #*7X*«DtMEiSH»: 
7->X-[f^t^^nfcMfB#^Ott??< -y*r— >> 
Of «Of 1 7 ^ t A^ttSt 5Xf 7 ^t, Wltft 

±E (2 1) (c|2«cD^?4o 
(2 3) ->^7^-^$ofc<&m£n&^if£- 
fc> «HE#J£©*?*yfc-S>fcBB-fS*rbl/^^X* 

^fiK-rsxxy^set^-tr, ±ie (i 9) icmm 
■b-^jRa^iiin snsKg^x**: Ltiait s x 

T'^i:^^ fc#ty. ±13 (22) {cfBS^^Sc 
(2 5) 188iJbfcMf3^X*©^iE^8^ffiWr3 

xx-yy%?p.»c#cf, ±13 (23) Kie*©5&, 

(2 6) S&g37^-t> •t*-**', 3 fcT-««*3t««? 
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7^-;l/K^ft^i:SW^cJtK-rsXx-y7 B i:, tu 
IBSffl^giJ 7 f KO V-fti t RffSOB^fJ: 9 «}£© 

t^?e.{c-g-t?, ±ib (l 4) fcE*o^rjS„ 
(27) tMBjfeiX r- >y ^7b\ y >y ■te-5>*fc«*ttJ-* - 

5Xf7yt WIB^^^ttLTtuSB^mx-^ 

^-rsx^y^fc^ty, ±|B (l) fcBEttEtfrifc 

(2 8) BufBUfTX-ry^ tMM>fc<i:t,l:3©ie 
$Ot?^ v •fe-i^: fc«^©^cD#££f§j|bfc i: 
^fCjSWttT'f ^aV^Hfr-rs^-ry^^tf, ±13 
(1) fclB«0*ffio 

(29) wEUff x x y mm'pK <tt>i 

£fc«®ffi©£©fcbT©^;I^tttt5Xxy 
20 ty, ±|B (2 8) tc!3«©?5?£„ 

(30) HusB^fTX 77 ^ mm'P* < £: & 1 o©# 

*#tf, ±!B (2 8) {cf3«©7j?4o 

(31) MfBUff X T-v7t)\ l-z>&tcim&<D3.-4? 

• yj7ru>xicjs»bT, ftjeb^-aou^i/e: 

i: Kjgwar * -> a v^Ufft 5Xt7 fttts, ±13 
(2 7) teSE««D*fcfco 

(3 2) igg5txf7^ #— SeTi: 
Sfc&fctti"* « X t- y f t > ^* b ft * >y 5>©m y -> 
50 a. 7n >y ^ i: ttffl bfc^fflx- * ©^n^n©^ n y ~> a 

-r-y7°i. 10tfct±^(0a.-if •yj77U>'X% 
SIt5Xf77t, WEtfttUXT-yrx iWBW-KtXf- 
7/, feitfttSB^Xx-y^jtS^bT, -S©b^c 
^^-rsXx'y^^^Cf, ±13 (2 7) W3«<D 

(3 3) m%L3-—*?frZ%:2>*y h7^^rtt?t?^7 

^"ffiX t- SltT-T ^/c^^v^^ci:^ T^it Wig 

ft ^ fcfctsMtf as u < c <h «wje-r « 

Wtcfta-r-BXf-yyt. i:t> 1 A<D3L— tf>& 

tuI2 / >^< £t> l^(D^(Dm=P^-j^-zy^fc\t^(D 
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4x f >y JCS^ L T aWJft 7 * -> a >3r*frr § X f 

(3 4) M»a-1«p&S:**«y h "7-^F«3T-«^^ <y 

t-^oas l < *v>asfi$fcw:gfli*iSfSp-r*fcii>o 

yXfAKfcV^T, < i: fe 1 OONf j£<Z>W?* -y ■fe 
- s?oas«* £ a £ b < > Ci ©T'S 5 £ £ * 
fUJTf 3¥®±, ttfflB*!>&< ti> io«^Ot?^7 

•t— s> * tc it *(D&&(Dmm * pjflitc f s «tH * * 

■7 h/^yK • ^y^-i^SWi^OMTj^SEbT 
flUH^ft < £ fe 1 OO^S<0t8? ^ <y 5>* tt*<0 

StejsapbTa^i&T'^i'a v*nfTi-*#ai:**tf 
(35) m&hrmm&m7-zmm.-f2>^®.it-£ti> 

tc&tf, ±E (3 4) tcfe^Ov'T.-rAo 

(3 6) grewse^®**, mib'>&< tt. io<D#5g<D 

*-*#S*£tf, ±E (3 4) tlH^Ov-XxAo 20 
(3 7) WESM*®*, Wfle^*< fct. ioo#S© 

*$tf, ±13 (3 6) KBtO^fi. 
(38) mrfE'>£ <ttl ^©WJ£©*?* -y -fe-SW 
MfB7v-h • a— y©»Wffcg« ±§B (3 
7) fcKttOS'XxAo 

(3 9) WGSM&Stifi. «E^O«?^«yt-^fc 

SWS^tf, ±12 (3 7) tEKOi/^fi, 
(40) 'flOEHKK^g&ft >y t-^a* b < * 

St^-rS^a^-^tf, ±12 (3 9) telB^O^Xf-Ao 
(4 1) WtBttffl¥&*\ ffifE4>&< at loco#S© 

tf, ±8H (3 5) KH5«O">Xt-A 0 

(42) ffiSEffitt^stf, wffiiis^ate^saFbTx m 

IB'>&< fcfc 1 yfe-i?fcHf4lMB 
*l»E'>^-^-ir««te5iin-r ±12 (4 40 
1) KfBKOfX-rAo 

(4 3) MfEft]fcH#®tf, MfB*i>£:< fct, lO(D#SO 
±12 (3 5) fclB«©*>XT-A. 

(4 4) msem^eafi. ma» -^+*'>&< tt> 

lOC-y^ft • x— £ x KiBttT £> 
tf, ±SB (4 3) tE«0->7fi. 
(4 5) WES/^-*-* • f-^'<-X^Ii(D->y'r 

^ • *7^*m, &*5x*#fut«fc:snHbfc 

m^-y-fe-: *JK.ttlt?t&7 t —#%'£tS. ±IH (4 4) 50 
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(4 6) tJI2->y-^^ • ^^©t-ft^tltf, £S 

1f$8£Wt-£:£^->-4->'X • 

-*>httttS. ±12 (4 5) KEtO^fA. 

(4 7) ttffBjtS'litfgtf, y-fe-^fcBT 

Jf-r^'T fiJI2a^^ 'yt-^OAy -yayD >y 

JBtfaSb^vfeOfcbTT^— h • a-iftcioT 

fg^nfc^so^vx^yx^ttj&t-sr^-h • -r 

— 9k.tttS.-lXL (4 6) KfB*c<7»X-rA 0 

(4 8) twBaa¥a33«ttfiWEjfe*#a^, hspl- 

1f ft* 5 * § MIB* 7h7-y 0^«lf Bi^^o^lDBk: 
Mti> ±12 (3 5) fcSEMSOS/X^A. 
(49) WC^ft < £ fe 1 OC0#^CDtt^/ -y -b-v^ 

tf, ±12 (3 5) &c|2fc<7»X-rA 0 
(5 0) ttiI25SK#©^\ SH»ttUSa£(cJ:9tltE^ 
< it lO^Ot?)! 'y-b-v ; ^a^L<^:V^^ > tD 
■e**cii:*«B^r*#®«dtf. ±12 (4 9) tcf2« 

(so tnBms^ew. *tt2 / >^< at 1 o©#^© 

tf, ±12 (4 9) tc!B«<Di>XT-A„ 
(5 2) ME»W¥8#, MfE#^©tt?^-y-b-^% 

B3t*¥«^-S^^f-+**ffibfee: k»c*aSFb 
T, MK-SC^^-^-v^-^^^X^rtcD^^-y-fe- 

^mmtimt^mtttts. ±12 (47) ^is© 

(5 3) mrlHitSS¥©ft\ iWEWSOW^^-y-b-^fc 

12/ > -y a ytx >y ^7 ^§Jia =3 > h OttSU1IV# 

[*j<D$m'^y ~>a7n'v ^fctfcRTS^atS'&tr, ± 
12 (5 2) tcf2*CD->XxAo 
(5 4) 1EM&«®^ vi'a^n-^-S^ttBJnft 
, MfB4V > * ^r^ffl b T WffiSSB-a<D 7 ;!/ • 

JgO^f >X ^ V7i:ll4tOfc+»a:IS HJHittbT v»« 
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a yu >y tcitmmfetDm? 

ffigH^OS^;* >y -fe— ^*V1* ftfr<DK#CD 
£ ^X £ t+SjHc^K LTi^-i. a v a^w^-t 
t> fiufe^S©«^^ -y -fr— >^£3K??£>^-7X£i; 

M§2^£©«?y< -y-tr-^c§rr 
%&L^?7X$Zft$,?&^®tlt-Z Bleats, ±12 
(5 3) fCl2«c<7»XT-A 0 

(5 5) tuiB*ijg^©7i3\ &t?7,*<»mtmm%^y 

4) (CfBlgcD^XT-Ac 

(5 6) %yf~=f-^— m,tfg-otc<tfitii-$ti%;^i§& 
BufB^OS^-y-tr— v^cHfrsfrLv^^X* 
^f^f ±IB (5 2) KHEttOS/ 

(57) #ufBt£3I:£* */—>r >xtim*\ y-tv 

h - y-J-JlF £^ mi£-&7J—;lVt, CRC7-C- 
;l/Ft*#*, WfB^X-rA*% &^x£c*£fc:, ft 

±f3 (5 5) tcfBmOv'Xx^o 

(58) mm^rmmt^x* <om^ mttnmw? z 

±|g (5 6) Kf2*tf»XxA 0 
(5 9) mUT^-h ■ rj tf-^**§«^ 

f2§{fB#gij7^ -IV KOl^f tlfeR/f^OB^J; t)«ificD 

£e>K#tK ±IB (4 7) tfB«4»X:rAo 
(6 0) MB^a^SA^ /-vte-^^tttB-r^^ 

3MB 3— Sterne— SftDb^;^^-ri.^Si:?r 
#£y> ±IB (3 4) £f2«©->X7"A„ 

(6 1) mmft^&t>\ m&J>%:< tfe 1 OCD^ScD 
*? y< -y -b-v'S fe L fc tZK 
!M7^y 3 V^rllfrr 3 ±12 (3 4) 
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KIB^DiyX 7^2*0 

(6 2) «MEHff¥S«», S&1B4>&< tt> l-D<Dftj£<D 

titS^OtcD^UTO^^l/^US^a^-g-tf, ±IB 
(6 1) KBB*©S'*7\k, 

(6 3) fufB^ff#g*\ Wffi^* < it 1 OO#t0 

±IB (6 1) &cfB*W»XxAo 
(64) ttgafefr#a# x 1 O $ fc«a0R<D3.— y • 7 s 
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